Critical behavior of blind spots in sensor networks
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Blind spots in sensor networks, i.e., individual nodes or small groups of nodes isolated from the rest of the
network, are of great concern as they may significantly degrade the network’s ability to collect and process
information. As the operations of many types of sensors in realistic applications rely on short-lifetime power
supplies (e.g., batteries), once they are used up (“off”), replacements become necessary (“on”). This off-and-
on process can lead to blind spots. An issue of both theoretical and practical interest concerns the dynamical
process and the critical behavior associated with the occurrence of blind spots. In particular, there can be
various network topologies, and the off-and-on process can be characterized by the probability that a node
functions normally, or the occupying probability of a node in the network. The question to be addressed in
this paper concerns how the dynamics of blind spots depend on the network topology and on the occupying
probability. For regular, random, and mixed networks, we provide theoretical formulas relating the probability
of blind spots to the occupying probability, from which the critical point for the occurrence of blind spots can be
determined. For scale-free networks, we present a procedure to estimate the critical point. While our theoretical
and numerical analyses are presented in the framework of sensor networks, we expect our results to be generally
applicable to network partitioning issues in other networks, such as the wireless cellular network, the Internet
or transportation networks, where the issue of blind spots may be of concern.

PACS numbers: 89.75.Hc, 89.20.Hh, 89.75.Da

I. INTRODUCTION Theoretically, the problem can be treated in the framework of
percolation where one can ask, for instance, under what condi-
ipns a global spanning cluster of nodes, which contains a con-
derable fraction of the active nodes, can be formed [12—15].
Intuitively, one may expect that networks with a stronger abil-
ity to form spanning clusters should be more capable of “ab-
orbing” isolated nodes and, hence, such networks should be
ore robust against the occurrence of blind spots. In the lan-
guage of percolation, this is to say that networks with smaller
ercolation thresholds should be more easily to be fully con-

Wireless sensor networks have increasingly been deployet
in various applications that are important for improving the
quality of life in a modern society [1]. Examples include
monitoring and collection of information on objects ranging
from plankton colonies [2], endangered species [3], soil an
air contaminants [4] to traffic flow [5], biomedical subjects
[6], building and bridges [7], etc. Sensor networks also find

critical applications in homeland defense such as detection ected as the occupying probability is increased through the

chemical or biplogical agents and pattern recognition [1]. Inthreshold. However, our recent brief work on blind-spot dy-
many applications, sensors are powered by sources that ha mics in scale-free networks [10] results in a finding that is

relatively short lifetime, such as batteries, for which routlneContrary to the intuitive thinking: blind spots are more proba-

:Eplfircggg:tt Z{ ;ﬁche;;gl:%éser;egsassg o[?ﬁer?seocrzuiﬁih%f ;2 le in networks that are more susceptible to percolation for the
9 ' Y9 . e ame type of networks [10]. Retrospectively, this can be un-
work are not operational, or are in an “off” state, and another

roub of sensors are turned back on. The off-and-on broce derstood by noting that, the percolation threshold is generally
group . P Saller for relatively more heterogeneous networks, when the

can be characterized by the probability that a node funCtionﬁverage degree is fixed, there is also a higher probability for

\r/]v%rrrl?a:lrﬁu(i)tirvglle %Ct(ﬁ,%pzhnrﬂbgfg?%“fg scgnigrcs)dig gr]n;hlf \?vit- these networks to possess more small-degree nodes, making
) Y, ! more difficult a full connection

expect the network to remain fully connected, which is de-
sired. However, as the number becomes large, situations canThe sensor networks, one of the typical networks in which
arise where some of the sensors in the network, while stilthe nodes may have the on-off process, are not necessarily the
functional, become isolated from other sensors. These are thge-free networks. Due to real constraints, the real network
blind spots[9, 10]. The occurrence of blind spots can be acoyd be random or regular, which have a homogeneous de-
serious issue of concern, as they may result in loss or intefyree distribution. In this paper, we shall systematically study
ruption of critical data or information. the occurrence of the blind spots on several different types of
There is vast engineering literature on sensor networks, buigensor networks. Since blind spots are more susceptible to
results on blind-spot dynamics are scarce. In particular, therlarger networks, special interest is that how the critical con-
has been no study of the interplay between the dynamics ardition of the occurrence of blind spots depend on the net-
the network architecture. Our point is that this dynamics probwork size, thus the scaling relations to the network size for
lem can be addressed by using tools from statistical physicshese networks are of the main concern. Specifically, we first
e.g., percolation theory [11]. A network is integrable anddemonstrate that from the statistical point of view, the blind
functional if a substantial fraction of nodes are connectedspot dynamics (evolvement in time) can be equivalently de-



scribed by the occupying probability, i.e., the probability thatin the continuous-time limit, this becomes
a node is “on” or “off” for a static case, which can be studied dn
via the ensemble statistics. Therefore the main issue of inter- d:" = —NepT1 + Nofrma. Q)
est concerns how the number of blind spots depends on the
occupying probability for any given network architecture, andUsingn,, +n.s; = N and the initial conditiom,,, (0) = N,
what are the scaling laws between the critical values for th&d- (1) can be solved explicitly as
occurrence of blind spots and the network size, and how they
depend on the network structures. We shall adopt the basic Non(t) =
analytic scheme introduced in [10] and develop more detailed
analysis for four different types of sensor networks: regularLetting ¢ = n,,/N, whereq is the occupying probability in
random, mixed, and heterogeneous. Based on a few first prifihe language of percolation, we obtain
ciple assumptions, the degree distribution for each type of sen-
sor network is first justified and the scaling relations are ob- q(t) = - [m2 + me”
tained. For the first three types of networks, explicit formulas ! 2
can be obtained for the critical value of the occupying probaAS ¢t — oo, we haveg(t) — ma/(m1 + m2). In this way, the
bility, below which blind spots are likely. Numerical simula- ©n-off dynamical process is completely equivalent to a per-
tions are carried out and compared with the theories. For hegolation problem. Given a sensor network, solutions to the
erogeneous networks, a computational procedure is derive@n-off problem can be obtained by solving the corresponding
which allows the critical occupying probability to be deter- Percolating dynamics. For example, suppose a network has a
mined implicitly. These results should be useful not only forpercolation threshold,,. Forg > g, there exists a span-
designing specific sensor networks, but also for deriving conting cluster and the network is globally connected and func-
trol strategies to restore the networks from catastrophic eventinal, while it is disintegrated and loses its global function
as in the aftermath of a large-scale attack. for ¢ < g:n. The thresholdy,, in general depends on net-

In Sec. II, we outline our theoretical approach to the blind-Ork details such as its size and degree distribution. Say we
spot problem. In Sec. IlI, we derive analytic formulas for have determined the threshajg, . Given a particular value of

critical occupying probability for different types of networks 71 (Which usually depends on the sensors), it is necessary to
and provide numerical confirmation. Conclusions and discus2diustr (through sensor recharging or replacement) to guar-
sions are presented in Sec. IV. anteers /(w1 + m2) > qu. That is, the network integrity can
be maintained by increasing, to minimize the likelihood of
losing a spanning cluster.
A special case ig; = 0, where sensor batteries are never

Il. THEORETICAL APPROACH TO BLIND SPOTS replaced. We have
q(t) = e ™ =T, (4)

[m2 + 7T1€7(ﬂ1+ﬂ2)t]. 2

T+ 72

], ©)

Because of power limitation, physically a sensor can com- ) o o
municate with sensors within a certain range only. On avWwherer = 1/7, is the characteristic average lifetime of sen-
erage, it is convenient to introduce a communication radiu§Or battery.
r. to model this effect: there can be a link between any pair
of sensors (nodes) only if their distance is smaller than
Topologically, sensors can be regarded as being distributed in

a two-dimensional region. A sensor network can be defined -~ _
naturally based on these considerations. In sensor networks, coverage plays a critical role for field-

ing monitoring and information collecting. An intimately re-
lated issue is the blind spot, where a blind spot is a node or a
cluster of several connected nodes isolated from other parts of
A. On-off processes the network. This boils down to the occurrence of blind spots.
To analyze the occurrence and the number of blind spots,

The process of battery drainage and replacement is equivi€ consider the single-node blind spot. A node having
lent to an on-off process, which can be modeled statistically’€1ghbors is isolated ifitis on but all its neighbors are off. The
For a large network, in the long term the on-off process, whicHProbability of this eventigip®, wherep = 1 — ¢ is the prob-
is highly dynamic, can be treated in the framework of percola2Pility that a node is off. LelV be the network size ant(k)
tion theory. Letn,,, denote the number of on-nodes ang, € the degree distribution [16]. On averagép(k) nodes
be the number of off-nodes, which satisfy, + n,;; = N. havek neighbors. The total number of single-node blind spots
At each time step, there is a finite probability for an on-  1S™1 = >, ap"NP(k). Near the critical point where blind

node to be off, due to the battery drainage or sensor failure>POtS begin to appear, the probabilities of various multi-node
Likewise, every off-node has probabilit, to be turned on, blind spots are negligible. Approximately the number of blind

due to recharge, repair, or sensor replacement, etc. We havesPO!tS is given by
Ng XNy = qukNP(k). (5)
k

B. Blind spots

ANop = —NonT1 + Nof fa.



We see that;/N depends only on the degree distribution.
For a given degree distribution, there is a scaling law such that
ns = N f(q). Furthermore, Eq. (5) does not depend on the
detailed construction of the network. That is, for a network
with certain degree distribution, regardless of the ways that it
is generated (e.g., by randomly picking up a pair of nodes and
connecting them, or by some preferential-attachment rule, or
by connecting nearest spatial neighbors), it will have the same®
function f (¢) and the same scaling laws near the critical point
g.. This may be interesting, considering that the percolation
threshold is sensitive to fine details such as the degree correla-
tion[17, 18], the degree of clustering [19], ways of embedding
into a Euclidean space [20, 21], etc.

To determine the critical poinf., we note that for a given
network sizeV, blind spots can practically occur{fi;) > 1,
while they are unlikely for(n,) < 1, where (n,) is the
ensemble-averaged value ©f. Thus we can conveniently
choosen, = 1 to be the criterion for determining., which
can be solved as a function of network size and some
network parameter characterizing the degree distribution:
ge = ge(N, p). Knowing g, by solving Eq. (3) withy = ¢e, - _ 100, Each data is averaged oveEi* realizations. Curves are
we can determine the critical timie when the first blind spot  fom Eq. (8) with’ = 1.01.
occurs, provided that the network undergoes an on-off pro-
cess.
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FIG. 1. Critical timet. versus the network siz& for lattice net-
works. Data points are numerical results far= 12 (squares) and
m = 20 (circles). The parameters are = 0.01, 72 = 0, and

For a given network, starting with all nodes are on, in sim-
ulation the on-off process can be applied and the critical time
t. at which the first blind spot arises can be measured. Figure
1 shows the behavior of the critical time of two regular sen-
sor networks, where the decrease oisN goes large can be
seen. The data points are from numerical computation and the

Imagine that a sensor network is built up according to thecurves are from theory. Both agree well.
geometry of a regular lattice, where the distances between any
nearest neighboring pairs of sensors are constant. The degree
distribution is thus a delta functior? (k) = 1 if £ = m and0
otherwise, wheren is the number of nearest neighbors. The
number of blind spots is

IlI. SOLUTIONS TO BLIND-SPOT PROBLEM FOR

DIFFERENT NETWORK TOPOLOGIES

A. Regular sensor networks

B. Random sensor networks

In this case, nodes are distributed randomly within a region
S. Two nodes are connected if their distance is less than the
responding distance.. Thus node is connected with all its

(6)

As the probabilityp goes to zerop, /N also approaches zero.

ns = Ngp™.

For a given network of sizéV, there exists @, such that
ng < 1forp < p.. Settingn, = ¢, we have

ns = Nqcp' = c.

As ¢, is varied, the change of, is dominated by the factor
P = (1—¢.)™. We can thus treaf. as a constant and obtain

Ng.

_ 1 _ 1
y"m o~ N~ ™,
C

pc:(

@)

wherec’ is a constant. To obtain the scaling law fgr we
substitutey. = 1 — p. into Eq. (3) and not@(t.) = ¢g.. This
yields

le

= —7Ing.=—7In(l — ¢N"m). (8)

neighbors that are located in a circle of radiugentered at.

We call it theconnecting circle The degree distribution can be
obtained, as follows. For a given noilhe N — 1 other nodes

in the network are distributed randomly §1 One can thus
imagine randomly dropping particles over an afeand ask
the probability for a particle to fall in the connecting circle of
1. This is basically a point process and the probability is given
by the Poisson distribution

—ka 1.k
e ek
k7

P(k)

with parameter

ko = (N —1)7r?/S ~ Nmr?/S.

Form = 4, this result reduces to the previous one obtained inThe average degree {&) = >°, P(k)k = k,, thusP(k) =

Ref. [9].

e~ F)(k)* /E!. Substituting the distribution into Eq. (5), we



obtain 1'% ' '(a'\)‘ (b)

k ry (k)" k) plk k 5 ozr i
ns:qu Ne™¢ >W:quf< VePF) = Nge— (k) 0.8+ % 8
k ) I B
. 0.6 1Z 025} _
Whenp approaches, n, decays exponentially t&/e (%, o (4 b= 025
For a given value ofk), when the network sizév is large e o4l > 19

enough, e.g., larger thart*, blind spots will occur for arbi-
trary small probabilityp that a node is turned off. This comes I 2 03
>

from the fact that for the Poisson degree distribution, the prob- 0.2
ability that a node has no connection®$0) = e~ ‘*). For

N > 1/P(0), even if all nodes are on, there still exist blind of | Wv 1 035 . . N
spots, i.e., those with no neighbors by the way of network 0 05 1 15 2 25 35 4 45 5
construction. This property illustrates that, for random place- p/p(N) log N

ment of sensors, blind spots are almost certain, particularly
when the number of Sensors Is large. However, wNeB not |G, 2: (Color online) For random sensor networks witf = 20,
so large as compared with"), whether blind spots can arise (a) universal behavior in the probabilidy;. of full network connec-

depends on the value of tion versus the normalized occupying probabifitip.(N) for seven
AssumingN < e*), we now obtain the scaling laws for  different network sizes: 2500, 5625, 10000, 16900, 28900, 40000,
andt,.. Settingn, = ¢, we have 62500, and 90000, where each data point is the result of ensemble
average of 1000 networks, and (g p.(N) versuslog N. The
ne = che—qc<k> —c. solid curve in (b) is calculated from the theory [Eq. (9)] by setting
ns = 1.

Sinceg, varies much more slowly thasr 2%} the main de-
pendence of. upon N comes from the latter term. We can
write the solution as

L N0 r 14
1 ) (ch) 90
c = 7~ In . - -
q (k) c 80
Neglecting the slow variation af. and absorbing it inta: 80 Ty 17
¢ = ¢/q., we obtain 60 | e
1 , = 70k 50 . 0 o0 N i
ge = — In(N/c). (20) 2 21 22 23 24 25

(k)

From Eq. (3) withg(¢.) = ¢., we can find the scaling law for 60 |
te:

IninN

t. = 7[In(k) — InIn(N/c)]. (11)

50
4 4 4 4 5
Compare to Eq. (8) for regular networks, the critical time 210" 4x10 N 6x10° 8100 1x10

for random sensor networks decreases much fastéf as

ol

creases. _ FIG. 3: Critical timet. versus network sizéV of random sensor
To construct a numerical model for random sensor netnetwork with(k) ~ 20. Data points are obtained from the numerical

works, we can fixr, and.S (V is proportional toS). The  simulations with parameters; = 0.01 andm, = 0 (r = 100).
average degree i&) = Nzr2/S, which is independent of Each data is averaged ovel” realizations. Solid curve is from Eq.
N. For convenience, periodic boundary conditions can be ag41) with ¢ = 0.8. Inset:t. versuslnln N. The straight line is for
sumed. eye-guiding only.

Since the critical pointp. (or ¢.) depends on the net-
work size, we focus on the scaling relatigpn(N). The
probability that the network formed by all on-nodes under a
given occupying probability is fully connected depends onexhibits a universal form after proper adjustmentpef/V).
N as f[p/p.(N)], where f(z) may have a universal form The scaling relatiop.(/N) is shown in Fig. 2 (b), where sym-
for given degree distribution. Having numerically determinedbols are the data ¢f.(V) obtained from Fig. 2(a), and the line
flp/pe(N)] for a set of N values, we can adjust the parameteris from the theoretical distribution Eqg. (9) by setting = 1.
p.(N) so that all thef-curves overlap with each other com- Both are normalized so that their values f§r = 2500 are
pletely. This way the relatiop. (V) can be obtained. Figure 2 unity. Theory and numerical simulations agree quite well.
(a) shows the dependencefdp/p.(N)] onp/p.(N) for a set Figure 3 shows that the critical time decreases as the
of random sensor networks with different sizes, which indeedetwork size is increased. The solid curve is the theoretical



prediction from Eq. (11). There is again a good agreement 1—'% M5 (a)] T Ty
between numerics and theory. A @] o1t (®).
0.8} :
Q
C. Mixed sensor networks 06l > 1=
[3) ’ A ~ -0.2F T
: : : : - o
A mixed network is not strictly a regular lattice, nor is it 04k 12
completely random. Such a network can be constructed by g -
using the Gaussian degree distribution: <
02r 1 -025t -
1 (k= (k) g
P(k) = exp[————""] of Soopmpoob
/ 2 202 ’ I I I 1 L L L L
2mo ? 0 05 1 15 2 35 4 45 5 55
for k > 0, where(k) is the average degree? is the variance, Pp(N) log N

which is assumed to be small compared with so that the
summation ofP(k) from —oo to 0 in the normalization can FIG. 4: (Color online) For a mixed network with Gaussian degree
be disregarded. Note that whef approaches t0, the Gaus-  distribution, (k) m 20, 0° " 4,(§a) the prObab”itg‘I’g;];; fEJ” )Cc;n-

; setribition limi : _ nection versus the normalized occupying probabilifyp.(N) for
s ?Aﬂ%ﬁ?&gﬂ!'{:;)';;ggﬁg:‘gg&g?fé@oﬁ( 5\5\];hile§]i€g[))’- seven different network sizes: 2500, 5625, 10000, 16900, 28900,

. 2o 40000, and 250000, where each data point is the result of ensem-
prqaches tdkz) the Gaussian d'St“bUt,'on app_roaches to they e average of 1000 network realizations, andlf®)p.(N) versus
Poisson distribution, and the network is effectively a randomgg N, The solid line in (b) is from theory [Eq. (13)].

sensor network. Substituting(k) into Eq. (5), we have

iN o1 o
ns = qap e 2o
P V2ro? or
- 1
= Nop s SOt e S pe = expl——5 (k) = V/(k)? =20 In(N/<)).  (14)
xea
k:oo From Eq. (3) withg(t.) = ¢. = 1 — p,, the scaling law fot,.
1 _ _ (= (k)2 becomes
_ qu<k:> Ze(lnp)(k (k)) 202
£/ 2
2mo® 155 te. = —7lng,
2mp? 1 N () —o’inp)? — L ((ky—+/(k)2—202 In(N/c))
= NgpFre™ 2 D e (12) = —7In[l —e 5 ]. (15)
Varo® 4
=0

When o2 approaches$), employing Taylor expansion, Egs.
If the variances? is small compared with the new meég) +  (14) and (15) will reduce to Egs. (7) and (8) respectively, by
o2 In(p), the summation in Eq. (12) can be approximated bynoting that(k) = m.

a standard Gaussian integral. We obtain Figure 4 shows the scaling @f for mixed networks with
Gaussian degree distribution, where we observe a good agree-
(k) 22np)? ment between the theoretical formula (14) and numerical
ns = Ngp\“®e 2 . (13)

computations. Figure 5 shows the dependence. @in N.

Notice that as»2 goes to zero, this equation reduces to Eq.There is also a good agreement between the numerics and the
(6). If o2 is non-zero but small as compared with the aver—formUIa (15).
age degree, the scaling laws fprandt, can be obtained, as
fOHO.WS' . . D. Scale-free sensor networks

First, settinghs = cyields
o2 (In pe)? The three types of sensor networks discussed so far all are

? =¢ homogeneous networks in the sense that the sensors are dis-
tributed uniformly in space. While homogeneous networks
allow for analytic treatment in terms of the scaling laws, in

ny = Ng.pFle

Taking logarithm on both sides, we have

2(] 9 reality non-uniform or locally preferred distribution of sen-
o”(Inpc) + (k) Inp. + In (Ngeo/c) = 0. sors, e.g. hybrid sensor networks [22, 23], are also of in-
2 terest. For example, hierarchical sensor network can consist
Absorbingg. into ¢': ¢ = ¢/q., we have of a large number of cheap sensors and a few more power-

ful gateways which could naturally lead to heterogeneous de-
1 - > - gree distributions. Heterogeneous networks such as scale-free
Inpe = ——5((k) - V (k)% — 202 In(N/c')), networks would naturally fit in such a situation. This can be
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FIG. 5: Critical timet. versus sizeN for mixed networks hav-  FIG. 6: Degree distribution of sensor networks on a two-dimensional
ing Gaussian degree distribution with parametges ~ 20 and  disk. o = 1.25, 1.0, 0.8, 2/3 for squares, circles: diamonds, and
o? = 4. Data points are numerical results with simulation param-triangles respectively. The ratio of the connecting radius of a sensor
etersm; = 0.01, m2 = 0, andT = 100. Each data is averaged over r. and the radius of the disk is 0.01. The number of sensors is
10* realizations. Solid curve is from the theoretical formula Eq. (15) N = 10%. Each data is averaged over 100 realizations. The lines
with ¢’ = 1.24. are power-law distribution with exponeit= 2/«, which arex =

1.6, 2.5, 2.0, 3.0 from up to down.

further argued by considering the degree distribution. Say the
density p of sensors is not uniform, but depends oin a
polar-coordinate systemp = p(r). If p(r) has the form of 90
p(r) ~ r~<, then the degree distribution of the sensor net-
work in the limiting case will be scale-freeP(k) ~ k=,
whereX = D/a, D is the spatial dimension. 80
To show this, suppose the connecting radiusf a sensor
is much smaller than the characteristic scale of the system. A
sensor located at will on average havé:(r) = p(r)V, ~ 70
p(r) ~ r~* neighboring sensors, whefé is the volume of
the D-dimensional sphere of radius. We thus have: ~
k—1/, The number of sensors in a spherical shell of radius
and widthAr isn(r) ~ p(r)rP=tAr ~ r=P=1Ar. From
the relation between andk, we haveAr ~ k=Y~ 1Ak. If S S

60

we setAk = 1, the shell is such that the sensors in it has on 0 10" 4x10'  6x10°  8x10"  1x10°
average the same degree. The quani{ty) thus becomes N
nlk(r)] ~ Ep—(P-1/ap~1/a=1 _ j.—D/a FIG. 7: Critical timet. versus sizeV for scale-free networks with

parameters. = 3.5 andm = 12. Data points are simulation results
with parametersr; = 0.01, 72 = 0, and7 = 100. Each data is

After normalization, the degree distribution becont®s:) ~  averaged ovet0* realizations. Solid curve is the numeric solution
k—P/_In the situation where the physical space in which thefrom the theory withe’ = 0.65.

sensors are distributed is two-dimensional, we have2/q.
Numerical support for the scale-free nature of heteroge-
neously distributed sensor networks is shown in Fig. 6, where
the degree distributions of several sensor networks located ¥jelds [10]
a two-dimensional disk (symbols) are plotted, together with

k

theoretical results. We observe a power-law behavior in the mZEOZO (kfw
degree distribution and the exponent agrees well with the the- ns = Ngp S kA (16)
ory. =m

In a strict sense, the degree distribution can be written asAs p goes to zeron, /N also approaches zero, meaning that
P(k) = k=/(3pe,, k=) for k > m, wherem is the mini-  scale-free sensor networks may be resilient to blind spots, as
mum degree. Substituting the degree distribution into Eq. (5¢ompared with, say, random networks. The critical value



IV. DISCUSSIONS

In conclusion, we have studied the critical behavior of the
occurrence of blind spots in sensor networks. In such net-
works, at any time a sensor may be off due to battery drainage
or may be turned back on if it is recharged. We have pro-
posed a simple model to describe this on-off process. We
have shown that, in the long-time limit, the dynamical on-off
process is equivalent to a static percolation model and have
then studied the occurrence of blind spots in four classes of
topologically distinct networks: regular, random, mixed, and
scale-free. Scaling relations for the critical parameperand
t. with the network sizeV have been obtained. Our result
for ¢, is reduced to the known result of Franceshettal. [9]
under the same condition. The scaling relations for differ-
ent types of networks can be significantly different, i.e. from
) . _ power-law form to logarithmic. For realistic applications, the
FIG. 8: (Color online) Comparison of the number of blind spots for_type of the network should be identified carefully in order to
the four classes of networks. Squares: random sensor network; cigy,,\y the scaling relations. Since our analysis depends only
cles: scale-free network with = 3.5; triangles: mixed network ) yoqee distribution, it can be applied to other realistic net-
with c* = 4; diamonds: regular networkV = 10* and (k) = 20 .
for all networks. Each data is the averaga@ﬁ‘ random realizations. works such as, the wireless cellular n_etwork’ th_e Internet, or
Curves are from theory. the transportation network, where the issue of blind spots may
be of concern. For example, in wireless cellular networks, the
likelihood that the network is totally disintegrated, i.e., the dis-
appearance of a global spanning cluster, is small. Users of the
network are more concerned with whether they can get access
to the network (e.g., to receive and make phone calls). This is
120 . also determined by the occurrence of blind spots.

For the purpose of comparison, we have shown in Fig. 8
the number of blind spots, versus the occupying probabil-
ity ¢ for the four classes of networks considered in this paper,
where N = 10* is identical for all networks. We observe
that for a fixed value of;, ns is the smallest for the regu-
lar network, indicating that it is relatively more resilient to
blind spots. Figure 9 compares the critical timethat the
blind spots begin to occur in the circumstance of the dynam-
ical on-off processes for the four types of networks with var-
ious network sizes. We observe that the random sensor net-
work has the smallest, thus it is most susceptible to having
blind spots. For example, tak€ = 90000, blind spots oc-
cur at50 time steps for the random sensor network, while for
the regular network, it take%5 time steps for the first blind

FIG. 9: (Color online) Comparison of the critical timewhen blind ~ SPOtS to occur. Although in reality it is not always possible
spots begin to occur for the four classes of networks. Squares: raf0 have regular sensor networks due to practical restrictions
dom sensor network; circles: scale-free network with= 3.5; tri-  (€.9., time-varying link conditions), our result provides a cri-
angles: mixed network with> = 4; diamonds: regular network. terion for minimizing the occurrence of blind spots: try to
N = 10* and (k) = 20 for all networks. m; = 0.01, =2 = 0,  make the network as regular as possible.
andr = 100. Each data is the average i* random realizations. In an event-driven sensor network, total disintegration of
Curves are from theory. the network is highly unlikely, i.e., whether there is a span-
ning cluster may not be a pressing issue (e.g. for intrusion
detection). What one is concerned with most is whether indi-
vidual nodes with information can get access to the network,
i.e., the occurrence of blind spots. Since blind spots are more
g. can be obtained numerically from Eq. (16) by settingprobable in networks that are more susceptible to percolation
ns(q.) = ¢, whered =~ 1 is a constant. The critical time [10], this may present a significant challenge to the design
t. can be obtained from, ast. = —71ngq.. Figure 7 shows of secure and reliable networks: to make the network robust
the dependence af on the network size for scale-free net- against attacks or random failures, it is necessary to reduce
works. The theory and the numerical simulation agree well. the percolation threshold, but the network may be unreliable
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from the standpoint of individual users because of the rela®317 and No. FA9550-06-1-0024, and by ONR under Grant
tively higher likelihood of blind spots. No. N00014-05-1-0636.
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